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Patient Privacy Notice 
 

THIS NOTICE DESCRIBES HOW PERSONAL INFORMATION ABOUT YOU MAY BE USED AND 
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT 
CAREFULLY. 

 

Life Whisperer Diagnostics Pty Ltd (“we”, “our”, and “us”) is an Australian Proprietary Limited Company that 
provides your IVF clinic with a web-based software called Life Whisperer. Life Whisperer assists with evaluating 
the quality of your embryos. This Patient Privacy Notice seeks your written consent for us to obtain, store, and 
handle your information in the manner and for the purposes described, according to relevant privacy laws. You 
will be asked to sign at the end of the sheet to demonstrate your consent. An executed (signed) copy of this 
sheet will be obtained from you and stored by your IVF clinic. 

 

Section 1. What information is being obtained? 

In order to use Life Whisperer to evaluate your embryos, we will obtain some personal information through the 
software in order for it to be used as needed. Personal information is any information or opinions which may be 
identifiable, in relation to the treatment services provided by your IVF clinic. The information that can be collected 
through Life Whisperer includes, but may not be limited to: 

Embryo images and the resulting Life Whisperer scores; patient data including name, age, and date of birth; 
information about your IVF procedure including IVF cycle number; oocyte collection date, and clinical notes; and 
information about your embryos including embryo grade, embryo age, transfer date, genetic testing methods and 
results, ultrasound pregnancy results, and live birth results. 

Section 2. What is not being obtained? 

We do not intend to obtain, and you don’t need to disclose to us, particular sensitive or special categories of 
information. These include things like religious, political, or philosophical beliefs, or sex life or sexual orientation. 
We also do not obtain any financial information from you, or any types of national identifiers like your driver’s 
license. 

Section 3. Who is obtaining this information? 

Your IVF clinic is collecting and controlling most of your personal information, and therefore they are the primary 
‘controller’. We at Life Whisperer control your personal information only for the limited purposes described below 
in Section 5. 

Section 4. How is this information being obtained? 

We most commonly obtain personal information as it is entered into the software by your IVF clinic. On rare 
occasions, we may obtain personal information about you directly from your IVF clinic via electronic 
correspondence (e.g., phone or secure e-mail). 

Section 5. Why is this information being obtained? 

We provide Life Whisperer as a service to your IVF clinic. We will process your personal information mainly for 
the purposes of embryo evaluation. If you have any questions or concerns about how personal information in the 
software is handled in connection with our services, please contact us as described in Section 13. 
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In some cases, we process personal information obtained for our own business operations, in which case we act 
as an information controller, including: 

- to improve, upgrade, enhance, or develop our products and services, including undertaking research 
for technological development and demonstration;  

- to obtain analytics services from third party software; and/or  
- to comply with our legal obligations. 

Wherever possible, we use your personal information for the purposes described above in an anonymized (de-
identified) or aggregated form that is not capable of identifying you. In addition to the purposes described above, 
we may use personal information to create de-identified and aggregated information. Once information has been 
anonymized it is no longer considered personal information. 

Section 6. What are the lawful bases for obtaining personal information? 

We make sure we have appropriate lawful bases on which to obtain, store, and handle your personal 
information. These include your consent (this sheet) and compliance with our legal obligations in the relevant 
regions.  

Section 7. To whom is personal information disclosed? 

We may disclose your personal information to third parties for the purposes described in Section 5 of this sheet. 
This may include disclosing your personal information to the following types of third parties: 

- the IVF clinic using our software; 
- our contractors and other third parties that provide goods and services to us (including website and data 

hosting providers, and other suppliers); and 
- otherwise as permitted or required by law. 

Where we disclose your personal information to third parties, we will use reasonable commercial efforts to be 
sure that these third parties only use your personal information as reasonably required, and to protect your 
personal information in ways consistent with applicable privacy laws. 

Section 8. Does personal information leave your country of origin? 

We will typically retain your personal information on servers located in your country. For some countries, we will 
process data on servers in nearby regions – for a full list of servers and the countries they service, see 
https://www.lifewhisperer.com/cybersecurity-and-data-privacy-information/. Even if the server is located within 
your country of origin, there may be some circumstances where we need to transfer personal information outside 
of your country (for example, to comply with our contract with your IVF clinic).  

In all cases, we will take safeguards to ensure that your personal information will remain protected per applicable 
law, and we require our third-party service providers and partners to have safeguards in place to protect your 
personal information. 

Section 9. How do we store and secure personal information? 

We primarily store personal information on computer databases, although sometimes it may be in hard copy. We 
take strict physical and electronic security measures to protect any records which contain your personal 
information. However, except to the extent liability cannot be excluded by law, on our own behalf and on behalf 
of our authorized distributors, we exclude all liability (including in negligence) for the consequences of any 
unauthorized access to, disclosure of, or misuse of your personal information. Nothing in this sheet restricts, 
excludes or modifies or purports to restrict, exclude or modify any statutory consumer rights under any 
applicable law. We will only retain your personal information for as long as necessary to fulfil the purposes we 
obtained it for, where legally permitted and subject to any legal or regulatory requirements. 

https://www.lifewhisperer.com/cybersecurity-and-data-privacy-information/
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Section10: Health information of U.S. citizens 

In certain circumstances, health information of U.S. citizens may be subject to protections under the Health 
Insurance Portability and Accountability Act of 1996 and its implementing regulations. Please contact us as 
described in Section 13 for additional information. 

Section 11. How can you exercise your rights? 

You have legal rights in respect of your personal information. You can exercise those rights by contacting us as 
described in Section 13. We will provide access to that information as per applicable laws. You have the right to 
request that we delete your information (subject to certain exceptions prescribed by law), or request restriction 
of, or object to the processing of your personal information in certain circumstances. You have the right to 
withdraw your consent at any time. Please be aware that some of your rights are subject to exemptions and may 
not always apply.  

Section 12. Do you have queries, comments, and complaints about our handling of personal information? 

If you have any questions, comments, or complaints about our collection, storing, or handling of personal 
information, or if you believe that we have not complied with this sheet, please contact us. We take complaints 
seriously and any complaint will be addressed with the aim of resolving any issue in a timely and efficient 
manner.  

Section 13. How can you contact us for privacy questions? 

For all regions except the European Economic Area (EEA), the United Kingdom (UK), and Turkey, please email 
privacy inquiries (including any complaints) to patient-support@lifewhisperer.com and place “Privacy Notice 
Query” in the subject heading.  

For Data Subjects in the EEA, the UK, and Turkey we have appointed Prighter as our representative according 
to Art 27 EU GDPR, Art 27 UK GDPR, and Turkish KVKK, respectively. Please visit 
https://prighter.com/q/16941676 for all privacy inquiries and to make use of your data subject rights. For all 
correspondence, please place “Prighter ID: 16941676” in the subject heading. 

Prighter EEA are located at: 
Maetzler Rechtsanwalts GmbH & Co KG 
Attorneys at Law 
Schellinggasse 3/10 
1010 Vienna, Austria 

 

  
Prighter UK are located at: 
Maetzler Rechtsanwalts GmbH & Co KG 
Attorneys at Law  
Kemp House 160 City Road 
London EC1V 2NX, United Kingdom 

 

  
Prighter Turkey are represented by: 
IPTECH Legal Danışmanlık Limited Şirketi, an LLC 
Varyap Meridian Grand Tower A Blok Al Zambak 
Sok No: 2 K: 32 D. 270 Ataşehir Istanbul Turkey 

 

Please note that privacy inquiries coming through channels other than those specified above will not be 
monitored. This includes inquiries and requests received via third party advocacy services (e.g., Privacy Bee, 
DeleteMe, etc.) To ensure your privacy inquiry reaches us, please use the channels as specified above. 

  

mailto:patient-support@lifewhisperer.com
https://prighter.com/q/16941676
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Signature 
 

By signing below, I acknowledge that I have read this Patient Privacy Notice, and I consent voluntarily to 
the collection, storage, and handling of my personal information in the manner and for the purposes 
stated in this document.  

 

 

PATIENT NAME (PRINTED): _____________________________________________  

 

 

DATE:  _______________________________________________________________ 

 

 

PATIENT SIGNATURE: __________________________________________________ 
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Life Whisperer Diagnostics Pty Ltd - Privacy Policy 
THIS NOTICE DESCRIBES HOW PERSONAL INFORMATION ABOUT YOU MAY BE USED AND 
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT 
CAREFULLY. 

Introduction 

This Privacy Policy sets out how Life Whisperer Diagnostics Pty Ltd (ABN 63 616 270 798) (“we”, “our” 
and “us”) collects, shares and handles personal information in connection with our Life Whisperer web-
based decision support tool (the “Platform”).  

We are committed to responsible privacy practices and to complying with applicable privacy laws.  

We may change or update our Privacy Policy from time to time. We will notify you of any changes to 
this Privacy Policy if the change will materially change the way in which we collect or use your personal 
information. At any time, the latest version of our Privacy Policy is available on the Platform.  

This Privacy Policy is provided in a layered format so you can click through to the specific areas set out 
below:  
1. What is personal information?  

2. Who should read this Privacy Policy?  

3. Who is the data controller of personal information on the Platform? 

4. What categories of personal information do we collect? 

5. How do we collect your personal information? 

6. Why do we collect and use your personal information? 

7. Use of de-identified and aggregated information 

8. Lawful bases for processing your personal information 

9. To whom do we disclose personal information?  

10. Does personal information leave your country of origin?  

11. How do we store and secure personal information?  

12. Accuracy of the personal information we hold 

13. Links, cookies and use of our Platform 

14. Notice regarding software development kits and application programming interfaces  

15. How can you exercise your rights?  

16. Health information of U.S. citizens 

17. Queries, comments and complaints about our handling of personal information 

18. How can you contact us? 

1 What is personal information? 
In this Privacy Policy, “personal information” means information or an opinion, in any form, 
relating to an identified or identifiable individual, whether the information or opinion is true or not. 
Personal information includes sensitive information such as information about an individual’s 
health.  
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2 Who should read this Privacy Policy?  

The Platform is a web-based decision support tool for IVF clinics. We enter into an agreement 
with clinics wishing to use the Platform that sets out the terms and conditions on which we 
provide the Platform and related services. You should read this Privacy Policy if you are a 
clinician or other individual who has been granted access to the Platform by your clinic.  

3 Who is the data controller of personal information on the Platform?  

Your clinic is the data controller of most of the personal information you submit to the Platform. 
We are a data controller in respect of personal information you submit to the Platform only in the 
limited circumstances described in section 6 below called “Why do we collect and use your 
personal information?”.  

4 What categories of personal information do we collect? 

When you use the Platform, we may process different categories of personal information about 
you as follows:  

• Identity Data, including your name, log-in details, information about the clinic or company you 
work for (including your company’s name and your role in the company); 

• Contact Data, including your business address, business email address and business phone 
numbers; 

• Usage Data, including information about how you use and interact with the Platform;  

• Device Data, including the type of device you use to access the Platform, unique device 
identifiers, mobile network information, time zone setting; and  

• Patient Data, namely health information that you submit to the Platform relating to patients in 
receipt of fertility treatment services from you or your clinic (e.g. images of embryos). 

We may also collect personal information about you when you correspond with us via the 
Platform or otherwise (e.g. to report a problem with the Platform). Other than certain health data 
relating to your patients described in this section, the Platform is not intended to collect, and you 
should not disclose, any other types of “sensitive” or “special categories” of information (including 
but not limited to details of religious, political or philosophical beliefs, or sex life or sexual 
orientation).   

In addition to the categories of personal information identified above, we may collect personal 
information as otherwise permitted or required by law. 

5 How do we collect your personal information? 

We collect personal information in a number of ways. The most common ways we collect your 
personal information are: 

• Directly from you. We collect certain information directly from you, including when you 
upload data to the Platform or when you contact us;  

• Information we collect about you: When you use the Platform, we will automatically collect 
certain personal information including Device Data and Usage Data. We collect this data 
using cookies and other similar technologies. Please see section 13 below called “Links and 
Cookies” below for more details; and 

• Information we receive from other sources. We may receive personal information about 
you from certain third parties, including our data analytics partners.  
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6 Why do we collect and use your personal information? 

We provide the Platform as a service to our customers. For the purposes of providing the Life 
Whisperer service to our customers, we are a data processor and our customer is the data 
controller. We will process the personal information collected by the Platform in the manner and 
for the purposes specified in our contracts with our customers. 

If you have any questions or concerns about how personal information on the Platform is handled 
in connection with the Life Whisperer service or you would like to exercise your rights in respect 
thereof, please contact your clinic. 

In some cases, we process personal information collected by the Platform for our own business 
operations, in which case we act as a data controller, including:  

• We may use your Contact Data to respond to you if you have requested information from us 
(including via the Platform or via an email or other correspondence you send to us); 

• We may use your Usage Information to improve, upgrade, enhance, or develop our products 
and services, including undertaking research for technological development and 
demonstration, and to verify or maintain the quality or safety of a product or service;  

• We may use your Device Data to troubleshoot problems with and improve our service, 
debugging to identify and repair errors that impair functionality, detect security incidents, 
protect against malicious, deceptive, fraudulent or illegal activity, and prosecute those 
responsible for that activity; 

• Legal uses. We may use your personal information if required to respond to legal requests, 
to prevent fraud, to enforce our terms & conditions and policies or otherwise to comply with 
our legal obligations;  

Wherever possible, we use your personal information for the purposes described above in an 
anonymised or aggregated form that is not capable of identifying you.  

7 Use of de-identified and aggregated information 

We may use personal information and other data you submit to the Platform to create 
anonymized (de-identified) and/or aggregated information, such as anonymized demographic 
information, information about the computer or device from which you access the Platform, or 
other analyses we create. Information which has been anonymized is no longer “personal 
information”.  

8 Lawful bases for processing your personal information  

We make sure we have appropriate lawful bases on which to collect, use and share your 
personal information.  

Where we process your personal information as a data processor, please contact your clinic 
directly to ask for details of the lawful bases for processing your personal information as this is 
governed by the terms of our contract with your clinic.  

In circumstances where process your personal information as a controller, our lawful bases may 
include:  

• consent (where you have given consent);  

• compliance with our legal obligations;  

• our legitimate interests or those of our suppliers, provided that such processing does not 
outweigh your own interests. As an example of our “legitimate interests”, we may process 
your personal information to develop and improve our products and services (including the 
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Platform), to keep our records up to date and to communicate and manage our relationship 
with you. When we rely on our legitimate interests, you have the right to object at any time 
(please see section 15 below for details); or 

• where our use of your personal information is necessary for a contract we have with you or 
because you have asked us to take specific steps before entering into a contract. 

Where we need to collect personal information by law, or under the terms of a contract we have 
with you, and you fail to provide that information when requested, we may not be able to perform 
the contract we have or are trying to enter into with you (for example, to provide you with services 
related to the Platform). 

9 To whom do we disclose personal information? 

We may disclose your personal information to third parties in connection with the purposes 
described in section 6 of this Privacy Policy. 

This may include disclosing your personal information to the following types of third parties: 

• the clinic through which you have gained access to the Platform;  

• our related bodies corporate; 

• our contractors and other third parties that provide goods and services to us (including 
website and data hosting providers, and other suppliers); 

• our accountants, insurers, lawyers, auditors and other professional advisers and agents; 

• payment system operators; 

• if we are involved in a merger, acquisition, financing due diligence, reorganization, 
bankruptcy, receivership, purchase or sale of assets, or transition of service to another 
provider (a “Transaction”), then your information may be sold or transferred as part of such a 
transaction, as permitted by law and/or contract; and 

• otherwise as permitted or required by law. 

Where we disclose your personal information to third parties, we will use reasonable commercial 
efforts to ensure that such third parties only use your personal information as reasonably required 
for the purpose for which we disclosed it to them, and protect your personal information in a 
manner consistent with applicable privacy laws. 

10 Does personal information leave your country of origin? 

Our practice is to retain your personal information on servers located in your country and/or 
region. For some countries, we process data on servers in nearby regions – for a full list of 
servers and the countries they service, see https://www.lifewhisperer.com/cybersecurity-and-
data-privacy-information/. Even if the server is located within your country of origin, there may be 
circumstances where we need to transfer personal information outside of your country or region 
(for example, to comply with our contract with your clinic).  

In all cases, we will take appropriate safeguards to ensure that your personal information will 
remain protected in accordance with applicable law and we require our third-party service 
providers and partners to have appropriate safeguards in place to protect your personal 
information. Details about the specific mechanisms used by us to transfer your personal 
information internationally can be provided upon request. 

https://www.lifewhisperer.com/cybersecurity-and-data-privacy-information/
https://www.lifewhisperer.com/cybersecurity-and-data-privacy-information/
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11 How do we store and secure personal information? 

We primarily store personal information on computer databases, although sometimes it may be in 
hard copy. We will take reasonable physical and electronic security measures to protect any 
records that we hold which contain your personal information.  

However, except to the extent liability cannot be excluded by law, we exclude all liability 
(including in negligence) for the consequences of any unauthorized access to, disclosure of, 
misuse of or loss or corruption of your personal information. Nothing in this Privacy Policy 
restricts, excludes or modifies or purports to restrict, exclude or modify any statutory consumer 
rights under any applicable law.  

Please notify us immediately if you become aware of any breach of security on the Platform using 
the contact details in section 18. 

Where we process your personal information as a data processor, you will need to contact your 
clinic directly to ask how long your personal information will be retained as this is governed by the 
terms of our contract with your clinic.  

Where we process your personal information as a data controller, we will only retain your 
personal information for as long as reasonably necessary to fulfil the purposes we collected it for, 
where legally permitted and subject to any legal or regulatory requirements.  

You can find a description of the expiry periods for the cookies in our Cookies Policy. 

12 Accuracy of the personal information we hold 

We try to maintain your personal information as accurately as reasonably possible. We rely on 
you to ensure the accuracy of personal information provided to us.  

We encourage you to contact us if the personal information we hold about you is incorrect or to 
notify us of a change in your personal information. Our contact details are set out in section 18 of 
this Privacy Policy. 

13 Links, cookies and use of our Platform 

The Platform may contain links to sites operated by third parties. This Privacy Policy applies to 
the Platform only and not any linked sites which are not operated or controlled by us. We 
encourage you to read the privacy policies of each website that collects your personal information 
and we do not accept any responsibility or liability for those policies or for any personal data that 
may be collected through websites or services operated by third parties.  

We may use “cookies” and similar technology on the Platform to monitor how visitors use our 
Platform. We may use such technologies to generate statistics, measure your activity, improve 
the usefulness of the Platform and to enhance the user experience. For additional information, 
please refer to the Cookies Policy. 

If you prefer not to receive cookies you can adjust your Internet browser to refuse cookies or to 
warn you when cookies are being used. However, our Platform may not function properly or 
optimally if cookies have been turned off.  

14 Notice regarding software development kits and application programming interfaces 

We may use third party software development kits (“SDKs”) or Application Programming 
Interfaces (“APIs”), as part of the functionality of the Platform. APIs and SDKs may allow third 
parties including analytics partners to collect personal information to provide us with analytics 
services. 



 

FRM-GDP-03-03-LW Life Whisperer Privacy Policy  Page 6 
Version 2, 22 Mar 2023   

15 How can you exercise your rights? 

You have certain legal rights in respect of your personal information. Where we process personal 
information about you as a data processor, you will need to contact your clinic directly to discuss 
exercising your legal rights in respect of your personal information.  

Where we process your personal information as a data controller, you can exercise those rights 
by contacting us as described in section 18 of this Privacy Policy. We will provide access to that 
information in accordance with applicable laws. We may require that you provide suitable 
identification and, where permitted by law, we may charge an administration fee. 

You are entitled to access personal information we hold about you and to request that we transfer 
your personal information to a third party (“data portability”). You have the right to request that 
we rectify any personal information we hold about you which is incorrect or incomplete or to 
request that we delete your information (subject to certain exceptions prescribed by law). You 
may also request restriction of, or object to the processing of, your personal information in certain 
circumstances. Where we process your personal information based on your consent, you have 
the right to withdraw your consent at any time.  

Please be aware that some of your rights are subject to exemptions and may not always apply.  

To protect your privacy, we may take steps to verify your identity before fulfilling your request. 

16 Health information of U.S. citizens 

In certain circumstances, health information of U.S. citizens may be subject to protections under 
the Health Insurance Portability and Accountability Act of 1996 and its implementing regulations.  
Please contact us as described in section 18 for additional information. 

17 Queries, comments and complaints about our handling of personal information 

If you have any questions, comments or complaints about our collection, use or disclosure of 
personal information, or if you believe that we have not complied with this Privacy Policy, please 
contact us (see section 18 of this Privacy Policy).  

When contacting us please provide as much detail as possible in relation to your question, 
comment or complaint. 

You may have the right to make a complaint to the relevant authorities in your jurisdiction 
regarding data protection issues. We would however appreciate the chance to address your 
concerns, so please feel free to contact us regarding any complaint you may have. We will take 
any privacy complaint seriously and any complaint will be assessed with the aim of resolving any 
issue in a timely and efficient manner. We request that you cooperate with us during this process 
and provide us with any relevant information that we may need.  

18 How can you contact us? 

For all regions except the EEA, the UK, and Turkey, please email privacy inquiries (including any 
complaints) to support@lifewhisperer.com and place “Privacy Policy Query” in the subject 
heading.  

For Data Subjects in the EEA, the UK, and Turkey, we have appointed Prighter as our 
representative according to Art 27 EU GDPR, Art 27 UK GDPR, and Turkish KVKK, respectively. 
Please visit https://prighter.com/q/16941676 for all privacy inquiries and to make use of your data 
subject rights. For all correspondence, please place “Prighter ID: 16941676” in the subject 
heading. 

mailto:support@lifewhisperer.com
https://prighter.com/q/16941676
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Prighter EEA are located at: 

Maetzler Rechtsanwalts GmbH & Co KG 
Attorneys at Law 
Schellinggasse 3/10 
1010 Vienna, Austria  

Prighter UK are located at: 

Maetzler Rechtsanwalts GmbH & Co KG 
Attorneys at Law  
Kemp House 160 City Road 
London EC1V 2NX, United Kingdom 

Prighter Turkey are represented by: 

IPTECH Legal Danışmanlık Limited Şirketi, an LLC 
Varyap Meridian Grand Tower A Blok Al Zambak 
Sok No: 2 K: 32 D. 270 Ataşehir Istanbul Turkey 
 
Please note that privacy inquiries coming through channels other than those specified above will 
not be monitored. This includes inquiries and requests received via third party advocacy services 
(e.g., Privacy Bee, DeleteMe, etc.) To ensure your privacy inquiry reaches us, please use the 
channels as specified above. 
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